TOJIOXKEHHME O MOPAJIKE XPAHEHUS U 3ALLUMTEI [TEPCOHAJILHBIX JIAHHBIX ITOJIB3OBATEJIEHN

IMOJIOKEHUE

O NNOPSIJIKE XPAHEHMUS U 3AIIIUTEI
INEPCOHAJIBHBIX JIAHHBIX ITOJIb3OBATEJIEN

1. TEPMUHBI U OIIPEJAEJIEHUSI
CaliT — COBOKYIHOCTh NPOrpaMMHBIX H armapaTHbIX cpeiacts s DBM, obecrneunsaronmx
nybnukanuio 18 BceoOmiero o0o3peHns MHGOpPMAIMM M JAHHBIX, OOBEIMHEHHBIX OOIIHM
eJIeBBIM Ha3Ha4eHHEM, MOCPEJICTBOM TEXHHYECKHX CPEJICTB, NIPUMEHSEMbBIX JJIsi CBSI3H MEKIY
5BM B cetn Unreprer. [lox Caiitom B Cornamenun nonumaercsi CailT, pacroyioKeHHBIH B
cetd UuTeprer no aznpecy: reflex-group.ru.
Iloap3oBaTenr — nojab3oBarenb cetd MHrepHer u, B uacTHOcTH, CaiiTa, MMEIOLIHI CBOIO
JTHYHYIO CTpaHHILY (MpodHIb/aKKayHT).
Denepanbublii 3akon (P3) — Penepanbubiii 3akon or 27 uioas 2006 r. Nel52 @3 «O
MNEPCOHAIBHBIX MAHHBIX».
Ilepconanbubie nannbie — gobas WHOOPMAIHs, OTHOCSIIASACS MPAMO MM KOCBEHHO K
ONpEJIeIEHHOMY HIIH orpejielisieMoMy (hM3UYecKOMY JIMILY (CyOBeKTy epCOHalbHBIX JaHHBIX).
Onepartop — oprauu3anus, CaMOCTOSITENILHO MM COBMECTHO € JPYTMMHM JIMIIAMU OPraHU3YIOIIas]
00paboTKy NMepCOHAIBHBIX AAHHBIX, a TaKKe onpejestomnias neiam o6paboTku NepcoHalbHbBIX
JNaHHBIX, noanexamux obOpaboTke, neiicTBus (omepaiuu), COBepiaeMble ¢ MEPCOHATBHBIMH
nanHbiMH. OneparopoMm sBisgercss OO0 YOII «Pedaexce-Kb», pacnosioxkenHoe 1o ajpecy:
Psizanckasi odJiacre, r. Psizans, yia. Beenenckas, a. 135, nom. H1.
O6paboTka mnepcoHAJLHBIX AaHHBIX — J000e JeiicTBHE (Onepaius) WIH COBOKYIHOCTD
JeHcTBUi (omepanuii), COBepUIaeMBbIX C HCIOIb30BaHMEM CpEJACTB aBTOMATH3aLMK uiau Oe3
HCIIOJIB30BAHHUA TAaKHMX CpeIACTB ¢ MNEpCOHAIbHBIMH JIAHHBLIMH, BKJIIOYas (360[:)1 3aluChb.
CHCTEMATH3allUIO0, HAKOILIEHUE, XpaHeHHe, YTOUHeHHe (OOHOBJIEHHE, U3MEHEHHE), U3BIIEYCHHUE,
UCTIOJIB30BaHue, Inepenavy (pacrpocTpaHeHHe, MPEeIOCTaBACHUE, HT0CTyM), o0e3IuYuBaHUE,
GHUKHPOBHHHE, YAaJICHHC, YHHYTOXKCHHC HEpCOHﬁHbeIX JAHHBIX.
ABTOMHTHBH]’)OBRHII&H oﬁpaﬁcrrxa NEPCOHAJTBHBIX [JaHHBIX — 06p360TKa NEPCOHAIBHBIX
JAHHBIX C TOMOIIIBIO CPEJICTB BEIMUCTUTENEHOH TeXHUKH.
PacnpocTpaHeHue mNepcOHAJbHBIX JAaHHBIX — JEHCTBHE, HANpaBJICHHOE Ha pacKpbITHE
NEPCOHANBHBIX JIAHHBIX OIpPEE]IEHHOMY KpYyry IMI[ IO THpPEeABapHTEILHOMY COINIACHIO, B
cryvasix, IpeayCMOTPEHHBIX 3aKOHOM.

IIpegocraBiienHe NEPCOHANBLHBIX JAHHBLIX — JICHCTBHS, HAlpaBiCHHLIE HA DPACKPBITHE
MEPCOHATBHBIX JaHHBIX ONPEACICHHOMY JIMILY UJIH ONPEICICHHOMY KpPYIY JIUIL.
BiokupoBanne nepcoHAJBHBIX JaHHBIX — BPEMEHHOE MmpekpameHue o0paboTku

NEPCOHAJIBHBIX JAHHBIX (38 HCKJIIOYEHHEM CJIY4aceB, €CJIH 06pa60TKa HeoOXomuma s
YTOUYHCHHS IIEPCOHAJIbHBIX }laHHle).

YHHYTOKEHHE NEpcoHAJBbHBIX JaHHBIX — NCHCTBHUS, B pPE3yIbTaTe KOTOPBIX CTAHOBHTCA
HEBO3MOJKHBIM BOCCTAHOBHUTH COJCPIKAHHME TIEPCOHAIBHBIX JIAHHLIX B HHQ)OpMaHHOHHOﬁ
CHCTEMC NECPCOHAJIBHBIX NAaHHBIX W/unm B PE3YIbTATC KOTOPLIX YHHYTOKAKOTCH MAaTCPHAIIbHBIC
HOCHTCJIH ITEPCOHAILHBIX JaHHBLIX.
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Ob6esmmuBaHNEe NMEPCOHAJBHLIX JAHHBIX — JCHCTBHsA, B PE3YJIbTATE KOTOPBIX CTAHOBHTCA
HEBO3MOXHBIM 03  HCIOJB30BAaHHUS  JIOTIOJHUTENBHOW  HMH(OpPMAIMU  ONPENEIUTDH
NPUHAJUIEIKHOCTD IEPCOHATBHBIX JJAHHBIX K KOHKPETHOMY CYOBEKTY NEPCOHAIBHBIX JaHHbIX.
Hudopmanmonnass cucrema nepconaabubix aannbix (MCIIIn) - CcOBOKymHOCTBH
cozepkammxcs B 6azax JaHHLIX MEPCOHAILHBIX JAHHBIX M 00ECHEeuyMBAIONIMX UX 00paboTKy
HHCbOpMaI_IHOHHbIX TEXHOJIOTHH M TEXHHYECKHX CpCICTB.

2. OBIIHUE MOJIOKEHUS
2.1. IMonoskenne O MOPsi/IKE XpPaHEHHs U 3alIHTHI IEPCOHATBHBIX AaHHBIX Ilone3osarencii Calita
(nanee — TMosnoxenue) pazpaborano ¢ uenbio cobmoaeHus Tpebosanuit 3akononarenscrsa PO,
coacpiKamux NEPCOHAJIBHBIC NaHHBIC H HJIEHTH(bI{KaLIHH HOJ’IBEOBaTeJ’ICﬁ, HaxXoosImuxcs Ha
Caiire.
2.2. Tonoxenue pazpaborano B coorBercTBUH ¢ KoHcruryuueit PO, I'paxk/1aHCKUM KOIEKCOM
PO, neiicTByronum 3akoHoaareascTBOM P@ B 001aCTH 3aIUTEI IEPCOHATIEHBIX TaHHBIX.
2.3. IMonoxenune ycranaBauBaeT nopsaok obpaboTku nepcoHanpHeIX AaHHBIX Ilonb3oBareneit
Caiita: pgeiictBuss 1no cOopy, CHCTEMAaTH3allMH, HAKOIUICHHIO, XPaHCHHIO, YTOYHEHHIO
(0OHOBIIEHHIO, UBMEHEHHIO), YHUYTOXKEHHIO NePCOHANIBHBIX JaHHBIX.
2.4. Tlonoxenue  ycTaHaBjuBaeT  oOs3aTensHBle JUI  coTpyanukoB — Omneparopa,
3afeficTBOBaHHLIX B 00ciyxkuBanuu Caiita, o0nme TpeGoBaHUS U NpaBHia 110 paboTe CO BCEMU
BHIAMM HocHuTenel wuH(pOpManuu, cojepXalliMH TepcoHanbHble JaHHble Ilosnb3oBareneit
Caiira.
2.5. B INonoxenuu He paccMATPUBAIOTCS BOMPOCH obecrieueHus 0e30MacHOCTH MEPCOHATBHBIX
JAaHHBIX, OTHECCHHLBIX B YCTaHOBJICHHOM NopsAaIaKe K CBCJICHHUSAM, COCTaBJIAIOIIIUM
rocyaapctBennyo Taifny Poccuiickoit denepauum.
2.6. Lenssmu ITonoxxenus sBisiioTes:
— obecrieyenne TpeGOBAHMII 3AIMTEI IIpaB M CBOOOX yelOBeKa M rpaxJiaHuHa 1pu ob6paboTke
NEPCOHANIBHBIX JAHHBIX, B TOM YHCJIC 3aIATHI IIPaB Ha HENPHKOCHOBEHHOCTH YaCTHOW XKU3HH,
JIMYHYIO U CEMEHHYIO TalHY,
— MCKJIIOUCHHE HECAHKLUMOHUPOBAHHBIX ACHCTBHI coTpyaHuKoB Oneparopa # JOOBIX TPETBHX
aui 1o cbopy, CHCTEMATH3allM¥, HAKOIUICHWIO, XPAaHEHWIO, YTOYHEHHIO (OOHOBIEHHMIO,
HBME:HGHHIO) I[NEPCOHAJIEHBIX JaHHBIX, HHBIX d)OpM HE3aKOHHOI'O BMeENIaTeIbCTBA B
MHpOPMAIMOHHEIE PEeCYPCHl M JIOKAIBHYIO BBIYMCIMTENBHYIO ceTh Oneparopa, obecrnevdenue
NpPaBOBOrO0 M  HOPMATHBHOIO peXUMa KOH(GUICHIMATBHOCTH  HEJIOKYMEHTHPOBAHHOM
nrdopmanun [lons3oparenedi Caiita; 3amMTa KOHCTHTYIMOHHBIX MpPaB rpaxaaH Ha JIHYHYIO
TaHy, KOH()DUACHUMAIBLHOCTh CBEACHHH, COCTaB/AIONIMX TMEpPCOHA/IbHbIE JIaHHBIE, H
NpeOTBpallleHHE BO3HHKHOBEHHUS BO3MOKHOI yrpo3sl 6e3onacnocty [Tons3opareseii Calita.
2.7. Ilpunnunsr 06pabOTKH NMEPCOHANBHBIX AaHHBIX:
— 00paboTKa NEepCOHAIBHBIX JAHHBIX JO/DKHA OCYLIECTB/IATECA Ha 3aKOHHOHW M CIIPaBETHBOM
OCHOBE;
e 06pa60TKa MEPCOHAJIBHBIX [OaHHBIX HOJDKHaA OrpaHH4YHBaTLCA JOCTHIKCHHCM  KOHKPCTHBIX,
3apaHee OINpEJEeHHBIX M 3aKOHHBIX weneif. He nomyckaercs o6paboTka NepCOHabHBIX
JIAaHHBIX, HECOBMECTHMast ¢ LiessiMu cO0pa NepCOHANIbHBIX JaHHbIX;
— He Jionyckaetes obbeinHeHne 6a3 JaHHBIX, COMEPIKAIIMX MePCOHANBHbIE JaHHble, 00padoTKa
KOTOPBIX OCYIIIECTBIISIETCS B IIEJISAX, HECOBMECTHMBIX MEXKY COOOM;
— oOpaboTke moaJekKaT TOJILKO IEPCOHANIbHBIE IHAHHBIC, KOTOPhLIE OTBEYAIOT LEIAM HX
06paboTKu;
— conepxanne U o0bem oOpabaThIBaeMbIX MEPCOHATBLHBIX JAHHBIX JOJIKHBI COOTBETCTBOBATEH
3asBJIEHHBIM LejisiM 00paboTku. OOpabaTbiBaeMbie MEPCOHAIbHBIE JaHHbIC HE JOKHBI OBITh
N30BITOYHBIMH 10 OTHOLICHHIO K 3asBJICHHBIM LEJIIM UX 00paboTku;
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— 1pu 00paboTKe MepCOHANBHBIX AaHHBIX JOJDKHBI OBbIThH 00€CneYeHbl TOYHOCTh MEPCOHAIBHBIX
JIaHHBIX, UX JIOCTATOYHOCTh, @ B HEOOXOAMMBIX CJIy4asX M aKTyaJlbHOCTh 110 OTHOIICHHIO K
easM 00paboTKM NepCOHANIBHBIX JaHHBIX;

— XpaHeHHe MepCOHATBLHBIX JIAHHBIX JOJIKHO OCYIIECTBISTLCS HE JIONbIIE, YEM 3TOr0 TPeOyroT
nenn 0OpaboTKM NEpCOHANBHBIX JaHHBIX, €CJIM CPOK XPaHCHMs MEPCOHAIBHBIX JaHHBIX HE
ycranosieH PeiepasbHBIM 3aKOHOM, JIOFOBOPOM, CTOPOHO# KoTOporo siisietcst [Tonb3oBatess;
— 0GpabaTeIBaeMble MepCOHANBHbIE JIAHHBIE TOUIENAT YHHYTOKEHUIO JM00 00€3IMIHBAHUIO 110
JIOCTHIKEHUH 1iejied 00pabOTKM MM B ciy4ae yTparbl HEOOXOAMMOCTH B JAOCTHKEHHH 3THX
1eJIel, ecii HHOe He npeaycMoTpeHo dDerepanbHbIM 3aKOHOM.

2.8. Ycnosus o6paborkn nepconaibHbix AaHHbIX.

2.8.1. OGpaborka nepcoHanbHbIX JAaHHbIX [losk3oBareneit Calita ocymiecTisercs Ha
ocaoBanuu I'paxcanckoro koaekca P®, Koncruryuun PO, neiicTByromero 3akoHOJATEIbCTBA
P® B oOmacTy 3alMTEI NEPCOHANILHBIX JAHHBIX.

2.8.2. O6pabGorka mnepcoHanbHbIX AaHHbx Ha Caiite ocymecTBisercs ¢ cobmoaeHneM
[PUHLIMIIOB H IIPaBUIL, IIpeycMOoTpeHHbIX [1o0KeHneM U 3aK0HO1aTENbCTBOM PO,

O6paboTka nepcoHaNBHBIX JAaHHBIX JOMYCKAETCs B CIEAYIONIMX CIIydasx:

— 06paboTKa NEpCOHANBHBIX MaHHBIX HeoOXoauma Ui Hcnonb3oBanus CaiiTa, CTOPOHO#M
koroporo sBnsiercs [lonb3oBaress;

— obpaboTka nepcoHaIbHBIX AaHHBIX HeoOXoaWMa JUls 3aIMThLI JKH3HH, 370POBbS HIIM WHBIX
’KU3HEHHO BaXHLIX HHTepecoB [lonb3oparess Caiita, eciiu 0Jy4YEHHUE COITIaCHs HEBO3MOXKHO;

— 00paboTKa NEPCOHAIBHBIX MaHHBIX HEOOXOJMMa JUIS OCYIECTBJICHHs MpPaB H 3aKOHHBIX
unTepecos Oneparopa WK TPEThUX JIHIL IGO0 JUls IOCTHKEHUS OOIIECTBEHHO 3HAUYMMBIX LeIei
TIpH YCJIOBHMH, YTO TIPU ITOM He HapymIaroTes npasa u cBobo/ab! [lons3osateneit Cakira;

— 00paboTka mepcOHANBHBIX JaHHBIX OCYIIECTBIAETCS B CTATHCTHYECKHX MJIH MHBIX
UCCIEIOBATENIbCKUX LEJIsIX, 3a MCKIIOYeHHeM oO0paboTKH IepCOHANbHBIX JIAHHBIX B IHEIIX
MPOABMWKEHUs] TOBAPOB, paboT, YCIYr Ha PBIHKE MYTEM OCYILECTBJICHHS IPSMBIX KOHTaKTOB C
NOTEHLUHMANLHEIME ITOTPEOUTENISIMU C IOMOIIBIO CPE/ICTB CBA3M, @ TAKKE B LENAX MOJUTHYECKOH
aruTaluM, Ipu YCIOBHH 00s3aTe/IBHOr0 003/ IMYMBAHUS TICPCOHAIBHBIX JaHHBIX.

2.9. Iesnm 0OpaboTKu MepCOHANbHBIX JaHHBIX.

2.9.1. O6paborka mnepcoHanbubix gaHHbiXx [lonbzoBareneit  Calita ocymiecTsiseTCs
UCKJIIOUHUTEILHO B LiesaX npepocrasienus [lonb3oBarento BO3MOKHOCTH B3aUMOJIEHCTBOBATDH C
Caiitom.

2.9.2. CpejlleHHSMH, COCTABJIAIOIIMMH IEpcOHaIbHble AaHHbie Ha Caiite, sBjsercs mobas
uHpOpMAIHS, OTHOCSINASACS K ONpEIENEHHOMY HJIH OIpPE]ENseMOMY Ha OCHOBAHHM TaKOM
uHpopmaiuu pusudeckomy Uiy (CyObeKTy NepCOHAIBHBIX JaHHBIX).

2.10. McToyHHKH NOJIy4yeHHs NepcoHaIbHbIX JaHHbIX [lonbp3oBateiiel.

2.10.1. Ucrounukom uHpopmarmu 060 Bcex NepcoHaIbHBIX NaHHBIX [lonp3oBarens sBisercs
HernocpeicTseHHo caMm [lonp3oBares.

2.10.2. HcrounukoM wuHPOpMALMH O MNEpPCOHAIbHbIX JAaHHbIX Ilosb30Barens ABIAIOTCA
CBEJICHHS, TMOJIydeHHbIe BcjeacTBHe mnpejpocrasieHus Oneparopom [losb3oBatento npas
nonb3oBaHus CaiToMm.

2.10.3. Tlepconansubie nanubie [Tonp3oBareneit oTHOCATCS K KOHQHIEHIHATLHOH HHGOpMaLHK
OrpaHUUYEHHOr0 JIOCTYIIA.

2.10.4. Obecnieuenus KOHGUAESHIIMATBHOCTH NEPCOHAIBLHBIX JIdHHLIX He TpeOyeTcs B Cly4ae ux
00e3IMYMBaHHUS, A TAKXKE B OTHOILIEHHUH 00LIEOCTYHBIX MEPCOHANBHBIX TaHHBIX,

2.10.5. Oneparop He wuMeer mnpaBa coOuparb W 00pabaThiBaTh [EPCOHAILHBIC JIaHHbIC
[Tonp30oBaTesisi O €ro pacoBOil, HAIMOHAILHOM MPUHAMIEHKHOCTH, TOJUTHUYECKHX B3IJIAlax,
penuruo3HbiX win Guiaocodekux ybexaeHHsX, YaCTHOH KM3HHM, 3a HCKIIOYEHUEM CIIy4aes,
[pelyCMOTPEHHBIX JIEHCTBYIOIIMM 3aKOHOAATETLCTBOM.
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2.10.6. Onepatop He HMeeT MpaBa Mojy4aTh M o0OpabarThiBaTh MEPCOHANBHBIE JAHHbBIE
[Tonb3oBarenss o ero uieHcTBe B OOIIECTBEHHLIX OOBEAMHEHHSX MM €ro MpogCcoro3HOl
JIeSTeNILHOCTH, 3a UCKIIIOUEHHEM CIIydaes, NpeaycMoTpeHHEIX DeepalibHBIM 3aKOHOM.

2.11. Cnoco6s1 06paboTky nEepCOHaIBHBIX AaHHBIX.

2.11.1. IlepconantHrle nanHwle Ilonkzomareneii Caiita o6pabaThIBAIOTCS UCKITIOUUTENLHO C
UCIOJIL30BAHUEM CPEJICTB aBTOMAaTHU3aIHH.

2.12. IlpaBa cyOnexToB ([Tonp3oBareneii) nepcoHaIbHBIX JaHHBIX,

2.12.1. Tlonb3oBaTens UMeEET MpaBO Ha IOIydeHHe cBejeHuid o0 Oneparope, 0 MecTe €ro
HAaXOXKACHUA, 0 Hauyun y Oneparopa NEpCcOHAIbHBIX AaHHBIX, OTHOCAIMXCA K KOHKPETHOMY
CYG'I:CKT}/ NCPCOHAJILHBIX JaHHBIX (HOHL3OBE1TGIIIO), a TakXKe¢ Ha O03HaAaKOMJICHHE C TaKHMH
NEePCOHAJIBHBIMHU NaHHBIMH, 3a UCKJIIOUCHHEM CJIy4aeB, [MPEAYCMOTPEHHBIX YaCThHO 8 craten 14
@enepanbHOro 3akoHa «O nepcoHalbHBIX JaHHBIX ).

2.12.2. Tlonp3oBaTens UMeEET NpaBo Ha mojyueHwe or OmnepaTopa NMpH JMYHOM OOpalieHu# K
HeMy Ju60 npu nonydenun OnepaTopoM IMHCBMEHHOro 3amnpoca oT Ilone3oBarens ciaeayromei
uHpopMaImu, Kacatonierics 06paboTkH ero nepcoHalbHbIX JIaHHBIX, B TOM YHCIIE COACPIKAIICH:
— noaTeepxieHne (akra oO0paboTku MmepcoHaNBHBIX MaHHBEIX OnepaTopoM, a TakKe ILeNlb TaKoH
00paboTky;

— MPaBOBBIE OCHOBAHUS U L1eJIH 00pabOTKH NEPCOHANBHBIX JaHHBIX;

— 1enu U npuMensieMbie OneparopoM crnocoOel 06paboTKH NMEPCOHANLHBIX JaHHbIX;

— HAMMEHOBaHWE W MecTo HaxoxjeHus Omeparopa, CBEICHHS O JIHLAX (32 MCKIHOYEHHEM
pabOTHHKOB OmepaTopa), KOTOPhle HMEIOT AOCTYN K MNEePCOHAILHBLIM JIAHHBIM HIIH KOTOPLIM
MOT'YT OBITh PACKPBITHI MIEPCOHAJIBHEIE JaHHBIE Ha OCHOBaHHUHU JloroBopa ¢ OnepaTtopoM MM Ha
ocHoBaHHH PenepanbLHOrO 3aK0OHA;

— obpabaTpiBaeMble TEPCOHANBHBIE JAHHBIE, OTHOCAIIMECS K COOTBETCTBYIOIIEMY CYOBEKTY
MEPCOHAJIBHBIX JaHHBLIX, HCTOUHHK HX IOIYYCHHA, €CIi MHOM [NOPAJOK MPEAOCTABJICHHUA TaKHX
JIAHHBIX HE nperycmoTper DejiepaibHBIM 3aKOHOM;

— ¢poku 00paboTKH NEPCOHAIBHBIX JaHHBIX, B TOM YHUC/IE CPOKH X XPaHEHHs;

— MOPAMOK OCYIIECTBJIICHHS CYOBEKTOM IEPCOHANBHBIX JIAaHHBIX TMpaB, MPeayCMOTPEHHBIX
QesiepanbHBIM 3aKOHOM

— uHdopMmanuio 00 OCYIICCTBJICHHOH HJIH O MpearnosjaraeMoil TpaHCIpaHHYHOH Iepejnaye
JIaHHBIX;

— HaMMEHOBaHHe MM (haMMIIMIO, HMS, OTUECTBO M AJpec JIMLA, OCYLIeCTBIsIomero o0paboTky
NePCOHAILHBIX J@aHHBIX MO mopydeHuio Oneparopa, eciau oOpaboTka nopydeHa wid Oyner
N0py4eHa TakoMy JIHILY;

— HMHBIE CBEJECHHs, MpeaycMoTpeHHbie PejiepaibHBIM 3aKOHOM WM APYTUMH (enepaabHbIMU
3aKOHaMHU;

— TpeboBaTh UBMEHEHUS, YTOYHEHHS, YHUYTOKeHH s HH(pOopMaluu o camom cede;

— obxajoBaTh HelpaBOMEpHbIC aeiicTBUs MM OeszeficrBue nmo oOpaboTKe MepPCOHATBHBIX
J@HHBIX U TpeOOBaTh COOTBETCTBYIONIEH KOMIIEHCAIIMH B CY/IE;

— Ha JIONOJIHEHHE MEPCOHAJIBHBIX JAaHHBIX OLIEHOYHOrO XapaKTepa 3asBJIIEHHUEM, BBIPAXKAIOLIUM
€ro COOCTBEHHYIO TOYKY 3pEHHS;

— ONIpCaciIATh HpCﬂCTaBHTeHCﬁ JJIs1 3alIHThI CBOHX NMEPCOHANTBHBIX JaHHBIX,

— 1peboBare 0T Oneparopa yBexomieHHss 000 BCEX NMPOHM3BEJCHHBIX B HUX M3MEHCHHUSX HIIH
HCKIIIOYEHHUAX U3 HHUX.

2.12.3. Tlonw3oBaresb UMEET NpaBo 00XKaaOBaTh B YNOJHOMOYEHHOM OpraHe IO 3alluTe I1paB
cyOBEKTOB MEPCOHATBHBIX JaHHBIX WM B cyaeOHOM mnopsiake AecTBus UM Oe3jeiicTBhe
Oneparopa, eciM CYMTAET, YTO MNOCIEIHUH oOcyuecTBiIseT 00pabOTKy €ero mnepcoHalbHbIX
JIaHHBIX ¢ HapyuieHueM TpeboBaHuit PenepanbHoro 3axkoHa «O MEpCOHANLHLIX JAHHBIXY WK
HUHBIM 00pa3oM HapyIIaeT ero npaea u cBOOOIBI.
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2.12.4. Tlonp3oBaTenb NepCOHAIBHBIX JAHHBIX HMEET NPABO Ha 3aALMTY CBOHMX MPaB H 3aKOHHBIX
MHTEPECOB, B TOM YMCJIE HA BO3MelleHHe YOBRITKOB U (MJIM) KOMIIEHCALMIO MOPAIbHOIO Bpe/a B
cynieOHOM TopsiIKe.

2.13. O6s3annoctu Oneparopa.

2.13.1. Ilo dakty nuuHoro obpamieHus MO0 MpH MOJIYYEHUH MUCEMEHHOrOo 3anpoca cyobekTa
MIePCOHANBHBIX JAHHBIX WK ero mpejactaBuTens OmnepaTop, MpH HATHYHH OCHOBaHHH, 00s53aH B
teuenue 30 nHelt ¢ narel obpamieHust nmubO MosyyeHus 3ampoca cyOBheKTa NepcoHaIbHBIX
JAHHBIX WM €ro IpeJCTaBUTENs MNpPEJOCTaBHTh CBEJCHHS B o00beMe, YCTaHOBICHHOM
QenepanbHBIM - 3aKOHOM.  Takue cBeleHHMS JIODKHEI OBITH  NPENOCTAaBIEHEl  CYOBLEKTY
NEPCOHATLHBIX JAaHHDLIX B I.IOCT)/I'I!IOI‘:I d)opme, H B HUX HE HO/IKHBI COJACPXKAaThCA NMEPCOHATILHBIC
JIAHHBIE, OTHOCAIIHECS K IPYTUM CyOBEeKTaM MepCOHANBHBIX JJAHHBIX, 338 UCKIIIOYEHHEM CITyYaes,
€CJIM UMEIOTCS 3aKOHHbIE OCHOBAHUS JUISL PACKPBITHS TAKUX [1€PCOHAIBHBIX JIAHHBIX.

2.13.2. B cnyuyae oTka3a B IpEJOCTaBICHUH CYOBEKTY MNEPCOHAJBHBIX JIAHHBIX HIH €ro
MPEACTaBUTENIO NpH OOpalleHu Ju00 IpH MOJIYy4YEHHH 3ampoca CyObeKTa NEPCOHAIbHBIX
NAaHHBIX WJIM €ro mpeAcTaBuTeNss HHGOPMAIMH O HAIHYAH IEPCOHAIBHBIX JaHHBIX O
COOTBETCTBYIOIIIEM CY6‘1)€KTE [EpCoOHAJIbHBIX [aHHBIX OnepaTop o0s3an AaTb B IMUCbMEHHOMH
dopMe MOTHBHPOBaHHbBIH OTBET, COJACPIKALIMM CCBUIKY Ha nojokKeHue uactdH 8 craten 14
@enepanbHoro 3akoHa «O TMEPCOHANBHBIX JAHHBIX» MIM MHOro (hejlepalbHOro 3aKoHa,
ABJISIONIEECS OCHOBAaHHEM JUIS TAKOro OTKas3a, B CPOK, He npespluarommui 30 gued co aus
obpaienus cyObeKTa NepCOHANBHBIX JAaHHBIX WIIH €r0 NPeJCTaBUTEIs, JIM00 C JaThl MOy YEeHHs
3amnpoca cyObeKTa repcoHabHBIX JIaHHBIX MIIH €0 MpPeICTaBUTEs.

2.13.3. B ciryuae nosyyeHus 3ampoca OT yHOJHOMOYEHHOTO OpraHa o 3alluTe Ipas CyOheKTOB
MEPCOHATBHBIX JAaHHBIX O NpeJocTaBIeHHH HH(OpMALMHK, HEOOXOJMMOM Ul OCYIIECTBICHNS
NeATENBHOCTH yKazanHoro oprana, Omeparop o00s3aH COOOLUMTL TaKylo HHQOpPMALMIO B
YIOJHOMOYEHHBIH opran B TedeHue 30 jHel ¢ 1arhl NOJIyYeHHs TaKoro 3anpoca.

2.13.4. B ciyuae BbISABJICHHS HeNpaBoMepHOH 00pabOTKM IEPCOHAIBHBIX JIAHHBIX TIpH
oOpalieHny WK 10 3armpocy cyObeKTa MepcoHANBHBIX JAHHBIX WM €ro INpejcraBures oo
YIIOJHOMOYEHHOIO OpraHa II0 3alluTe NpaB CyOBEKTOB NEPCOHAIbHBIX JaHHBIX Omneparop
00s3aH OCYIIeCTBUTE GJI0KMpOBaHHe HEenpaBoMepHO 0OpabaThIBAEMBIX MEPCOHANBHBIX JIAHHBIX,
OTHOCSIIUXCH K OTOMY CYOBLEKTY NMEpCOHAIBLHBIX JAHHBIX, C MOMEHTa TAKOro o0palleHus UiH
HOJIYYCHHS YKa3aHHOrO 3arpoca Ha MepHo/l IPOBEPKH.

2.13.,5. B ciayuyae BbISIBIEHHS HENpaBOMepHOW 00paboTKM MEepCOHANBHBIX JIAaHHBIX,
ocymtectBiasieMoit OneparopoM, NMOCIEAHUN B CPOK, HE NPEBLILAIOIKA TpeX pado4yux AHEH C
JIaThl 3TOr0 BbISIBJIEHHS, 00sS3aH MPEKPATHTh HENpaBOMEpHYI0 00paboTKy MepCOHAIbHBIX
nannpix. O6 ycrpaHeHud JonyiieHHbIX HapylieHud Onepatop o6si3aH yBeIOMHTH CyObekTa
NEPCOHAIBHBIX JAHHBIX MM ero IpejcTaBHTeNs, a B ciydyae eciau obpaiieHue cyOnekTa
TepcoHaJIbHBIX JIAHHBLIX HIIH €ro IpelacraBuTels 6o 3arnpoc YnoJIHOMOYEHHOI'0 oOopraHa o
3alMTe NpaB CyOBEKTOB NEPCOHAILHBIX JaHHBIX ObLIM Hanpap/eHbl YIIOJIHOMOYEHHBIM OPraHoM
10 3alHTe NPaB CyObEKTOB NePCOHANBHBIX JaHHBIX, TAKKE YKa3aHHbIH oprax.

2.13.6. B ciydae mocTHKeHHs Ienu 00paboTKM NepcoHaNbHBIX JaHHbIX Omneparop o0s3aH
npeKkpaTuTh 00paboTKy NEPCOHAIBHBIX JaHHBIX H YHHYTOXHTH IIE€PCOHABHBIE IAHHBIE B CPOK,
He npesblnaromuii 30 pabouux jaHEH ¢ aarhl JOCTHKEHUS Lesid 0OpaboTKM MepcOHaIbHBIX
NAHHBIX, €CJIH MHOE HE IPEJyCMOTPEHO [I0rOBOPOM, CTOPOHOH KOTOpPOIrO SBISETCS CYOBEKT
TIEPCOHATBLHBIX JTAHHBIX.

2.13.7. 3ampemaercsi NpPUHATHE HA OCHOBAaHUM HCKJIIOYMTEIBHO AaBTOMATH3MPOBAHHOM
00paboTKH NepcOHANbHBIX MAHHBIX PEIICHHH, NMOPOXKIAIONIMX IOPHAHYECKHE MOCIEJICTBHS B
OTHOLICHHH CY6']3€KTB NEPCOHAJIBHBIX JaHHBIX HJIM HHBIM OGpﬁ?.OM 3aTparuBarouiux €ro mpasa u
3aKOHHBIE HHTEPECHI.

2.14. Pexxum KOH(UICHIIHAIBHOCTH [IEPCOHAJILHBIX JIAHHBIX.

2.14.1. Oneparop obGecneynBaeT KOHQUACHIMAIBHOCTh U 6€30MaCHOCTh NEPCOHANBHBIX JaHHBIX
TpH HX 00paboTKe B COOTBETCTBHH C TpeOOBaHMAMH 3aKOHOaTeIbCTBa PO.
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2.14.2. Oneparop He pacKpbIBacT TPETHHM JIMLIAM U HE PacrpoCTpaHseT MepCoHallbHbIe JaHHbIe

0e3 corjacus Ha ITO C)’6'b€KTa NEpCOHAJIbHBIX JaHHBIX, €CJIH HHOE€ HE IPEeayCMOTPCHO
(DEﬂepaJ'IBHBI:M 3aKOHOM.

2.14.3. B COOTBETCTBMM C II€pEYHEM IIEPCOHAIBHBIX JaHHBIX, oOpabaThiBacMBIX Ha caiire,
nepconanbubie nanubie [Tonp3osareneii Caiita sisiores KOHQUAGHIHATLHOK HHGOPMALIHEH.
2.14.4. Jluna, ocymecTrisionme o06paboTKy MepPCOHANBHBIX JAHHbIX, 00s3aHbl cOOMOAATh
TpeOOBaHMs  perramMeHTHpyrommx  JokymentoB Omepatopa B dacTH  0oOecreyYCHHS
KOH(UACHIHAIBEHOCTH ¥ 0€30MacHOCTH MEePCOHATBHBIX JIaHHBIX.

3. OGPABOTKA IIEPCOHAJILHBIX JIAHHBIX
3.1. [lepeuenn o6pabaThIBaeMBIX NEPCOHANIBHBIX JlaHHbIX [Tosb30BaTenei:
— (haMHIIH S,
— UMS;
— OTYECTBO;
— MOOHIIBHBIH TenedoH;
— 3JIEKTPOHHAas 1104YTa.
3.2. JIuna, uMeIoLIHe IPaBo A0CTYMA K MEPCOHAIBLHBIM JaHHBIM.
3.2.1. TIpaBom jocTyma K MEPCOHANLHBIM JAHHBIM CYOBEKTOB 00NanaloT /IMla, HajeleHHbIe
COOTBETCTBYIOIIMMH MOJIHOMOYHSMHA B COOTBETCTBHHU CO CBOUMH CJIy)KeOHBIMU 00S3aHHOCTIMH.
3.2.2. [IlepedyeHb JHIl, HMEIOMMX HOCTYIl K [EPCOHAJIBHBIM JIaHHBIM, YTBEPKIACTCA
reHepaibHbIM aupekTopom Oneparopa.
3.3. ITops/IoK ¥ CPOKM XpaHEHUs NIEPCOHANBHBIX JaHHbIX Ha CaiTe.
3.3.1. Oneparop OCYIIECTBIISIET TOJBKO XpaHEHHe TepcoHambHbIX NaHHbIX [lonb3oBateneil Ha
Caiire.
3.3.2. Cpoku XpaHeHHsI NepcOHaNbHBIX JaaHHBIX [losb3osarenedft na Caiite oOnpeaeseHbI
ycnosusmu [1015630BaTENBLCKOrO COTMIAIICHHUS, BBOJATCS B JICHCTBHE C MOMEHTA IPHHATHA
(axuenta) Ilonp3oBarenem aanHoro cornamenus Ha Cafite M JCHCTBYIOT 10 Te€X MOp, MOKa
[Tonb30BaTeNb HE 3asBUT O CBOEM JKEJIAHUH yAAIUTh CBOM MepcoHalbHble nannble ¢ Caiira.
3.3.3. B cnyuae ynanenus jpaunbpix ¢ CaliTa mo WHMLMATHBE OJIHOH M3 CTOPOH, @ MMEHHO
npekpaiienns ucrnonbsosanus Caiita, nepcoHaibHple nanHble [Tonb3oBarens xpaunsres B 6asax
nauHeIX Oneparopa [sTh JIET B COOTBETCTBHH C 3aKOHOIATENBCTBOM PD.
3.3.4. Tlo ucTeYeHHH BBILICYKA3aHHOTO CPOKA XpaHEeHHs MepcoHanbHbIX JanHbX [TonpsoBaresis
nepcoHaibHble nanHpie [losb30BaTeNs yansiOTCS aBTOMATUYECKH 3aJlaHHbIM aJIrOPHUTMOM,
KOTOPbIi 3agaeT Oneparop.
3.3.5. Oneparopom He Bexercs oOpaboTka mnepcoHanbHbIX JaHHbIX [lojb3oBateneil Ha
GYMaXKHBIX HOCHTEISIX UH(OPMAIIHK.
3.4, BnokupoBaHue NepCcoOHANbHBIX JaHHBIX.
3.4.1. Ilox GiOKMpOBaHHWEM TMEPCOHATBHBIX JAHHBIX I[OHUMACTCS BPEMCHHOE IPEKPAaIleHHEe
Onepartopom omnepanuii 1o ux obpadorke mo tpeGosanuio [Tosb30BaTes NpH BBIIBICHHH UM
HEJI0OCTOBEPHOCTH 00pabaThiBaeMBbIX CBEICHHH WJIM HEINPABOMEPHBIX, N0 MHEHHIO CyOBEeKTa
HEPCOHAIBHBIX JIaHHBIX, JEHCTBUA B OTHOLIEHUH €0 JIAHHBIX.
3.4.2. Oneparop He rnepejaeT NepcoHalbHbIE JaHHbIE TPETHUM JINIIaM U He mopy4aeT o6paboTKy
NepCcoHaNbHBIX JAHHBIX CTOPOHHMM JiMLIaM M opranusauusM. [lepconanpHble JaHHBIE
[Tonp3opareneii Caiita 06pabaThiBaloT TOMBKO COTpyAHHKH Onepartopa (aaMHHHCTpAaTOphl Oas3
JIAHHBIX ¥ T. JI.), JOMYIIEHHbIE YCTAHOBIECHHBIM MOPSIKOM K 00paboTKe NMepcoHaANBHBIX JaHHBIX
[Tons3oBaTtenei.
3.4.3. bnokupoBaHue NepcOHANbHBIX JaHHBIX Ha CaiiTe OCYIIECTBJISAETCH HA OCHOBAHHH
IMHCEMEHHOTO 3asBJICHUS OT CyObEKTa EPCOHAJILHBIX JIaHHBIX.
3.5. YHHUYTOXKEHUE NEPCOHABHBIX JaHHBIX.
3.5.1. Ilon yHHMYTOKEHHEM I[IEPCOHAIBHBIX JAHHLIX IOHUMAIOTCH NEHCTBUS, B pe3ynbTare
KOTOPbIX CTAaHOBHTCH HEBO3MOMKHBIM BOCCTAHOBHUTE COIACPIKAHHC IEPCOHAIIBHBIX JaHHBIX Ha
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CaiiTe W/unyi B pe3ysbTaTe KOTOPHIX YHHUTOXKAIOTCS MaTephallbHble HOCHTENH NEPCOHAIBHBIX
JaHHBbIX.

3.5.2. CyObeKT mepcoHaIbHbIX JaHHBIX BIIPaBe B MHCbMEHHOH opme TpeboBaTh YHHUTOKEHHS
CBOUX IEepCOHAJILHBIX JaHHBIX B Ciy4ae, €Cliv NnepcoHaJIbHBIE JIAHHBIC ABJIAIOTCA HCIIOJIHBIMH,
YCTapeBIIHMH, HEJOCTOBECPHbIMH, HE3AKOHHO IMOJJTYYCHHBIMH HJIH HE ABJAKOTCA HEOGXO,I[HM]:IMH
JUIsl 3asiBJICHHOM 11e711 00paboTKH.

3.5.3. B ciygae OTCYTCTBHS BO3MOYKHOCTH YHHYTOXCHHMS MEPCOHANBHBIX JaHHBIX Oneparop
OCYIIECTBIISIET GJIOKHPOBAHHE TAKMX II€PCOHAIBHBIX JIAHHBIX.

3.5.4. YHUUTOKEHHE MEPCOHANBHBIX IaHHBIX OCYLIECTBIACTCS MYTEM CTHPaHHA HHbOpPMALKH ¢
HCIIOIB30BaHUEM CepTH(QHIMPOBAHHOIO MPOrpaMMHOro obecneueHus ¢ rapaHTHPOBAHHBIM
YHUYTOXXEHHEM (B COOTBETCTBHH C 3aJaHHBIMH XapaKTEPUCTHKAMHM Ul yCTAHOBJICHHOTO
IPOrPaMMHOT0 00ECTICUCHHS ¢ TaPAHTHPOBAHHBIM YHHYTOKEHHEM).

4. CHCTEMA 3AIIUTHI IEPCOHAJIbHBIX JTAHHBIX
4.1. Meps! o oGecrieyeH IO Ge30MacHOCTH IepCOHANBLHBIX JIAHHBIX pU uX 06paboTke.
4.1.1. Onepatop npu 00paboTKe NEPCOHAIBHBIX MaHHBIX 00fA3aH MPUHUMATE HEOOXOIHMEIE
NMpaBOBbIE, OPraHW3alMOHHBIE U TEXHHYECKHe Mephl WM obecrnedynBaTh HX NPHUHATHE JUIA
3alIMThl [EPCOHAJIBHBIX HAaHHBIX OT HEIIPpaBOMEPHOI'0 HJIH cnyqaifmoro JI0CTynma K HHM,
YHHYTOKEHHS, H3MCHEHH, OJIOKMPOBaHHUS, KOMMPOBAHUS, NPEJAOCTAB/ICHHS, PaCIPOCTPAHCHHS
MEPCOHATBHBIX JAHHBIX, @ TAKXKe OT HHBIX HENpPaBOMEPHBIX JCHCTBHH B OTHOLICHHH
IEPCOHAIBHBIX JAHHBIX.
4.1.2. Obecnieuenue 6€30MacHOCTH NEPCOHATBHBIX JAHHBIX JIOCTUIAETCs, B YACTHOCTH!
— OmpexeNeHHEM Yrpo3 0e30macHOCTH NEPCOHAIBHBIX JaHHBIX TpH HX 0OpaboTke B
uHGOPMALMOHHBIX CHCTEMAX MEePCOHANBHBIX TaHHBIX]
— TPUMEHEHHEM OpraHU3AlMOHHBIX M TEXHHYECKMX Mep M0 ofecreveHuio 0e30rnacHoCTH
NepCOHANBHBIX JIAHHBIX [pH UX 00paGoTke B WH(POPMAIMOHHBIX CHCTCMaX MNEPCOHAIBHBIX
JIAHHBIX, HEOOXOIMMBIX JUUISl BBINOJIHEHHS TpeOoBaHUM K 3allIUTE NEPCOHAILHBIX JaHHBIX]
— MPUMEHEHWEM IPOLICAIIMX B YCTAHOBJIEHHOM IMOpSIIKE MPOLELYPY OICHKH COOTBETCTBHS
CPEeJICTB 3alIUThl HHPOPMALIHHU;
— OLEHKOH 2 (EKTHBHOCTH MPUHHMAEMBIX Mep 110 00ecreyeHrio 0e30MacHOCTH MePCOHANBHBIX
JAHHBIX JI0 BBOJIA B 3KCIUIyaTalMio HHOOPMAITMOHHOM CHCTEMBI IEPCOHAIBHBIX J1aHHBIX;
— y4EeTOM MAllMHHBIX HOCUTE/IEH IIEPCOHANIBHBIX JaHHBIX,
— obOnapyxeHueM (PaKTOB HECAHKIMOHMPOBAHHOTO JOCTyna K MEPCOHAIbHBIM JaHHBIM H
TIPUHATHEM MEP;
— BOCCTAHOBJIGHHEM TME€PCOHAIBHBEIX JAaHHBIX, MOJAM(DUUMPOBAHHBIX MM YHHYTOKEHHBIX
BCJIE/ICTBHE HECAHKLIMOHUPOBAHHOIO JIOCTYIIa K HUM;
— YCTAaHOBNEGHHEM TpPABHJI JIOCTYyNa K MEepPCOHANBLHBIM JaHHBIM, 00palareiBaeMbIM B
HH(GOPMAIMOHHON CHCTeMe MEePCOHANIBHBIX [JAaHHBIX, @ TaKKe O0eCrneueHHeM PErHcTpauud u
yuera Bcex eiicTBHil, COBEPIIAEMbIX C NIEPCOHATBHBIMU JAHHBIMU B HH(POPMAIHOHHOI CHCTeMe
MEPCOHAIBHBIX JIAHHBIX
— KOHTpOJIEM 3a MPUHUMAaeMbIMH MepaMH 110 o0ecnedeHuio O€30MacHOCTH MepCOHANBHBIX
JI@HHBIX M YPOBHS 3allMIIEHHOCTH HHPOPMAILMOHHBIX CHCTEM I€PCOHAIBHBIX JaHHBIX.
4.1.3. Jns neneit [TonoxeHus 1o yrpo3amu 6€301acHOCTH [€PCOHANBHBIX JAHHBIX MOHUMACTCH
COBOKYIHOCTh YCIOBHH M (pakTOpOB, CO3NAIOMIMX ONACHOCTh HECAHKIHOHMPOBAHHOIO, B TOM
ypclie CIydailHoOro, JOCTyrna K MEPCOHAIBHBIM JAHHBIM, PE3YJIbTATOM KOTOPOr0 MOIYT CTaTh
YHHUUYTOXKEHHE, U3MCHCHHEC, 6J‘IOKHpOBaHHe, KOIIMpOBaHHE, MPEAOCTABJICHHE, paclipOCTpaHCHHC
IEpCOHAIBHBIX J@HHBIX, @ TAK)Ke WHBIE HENPaBOMEpHbIE NEHCTBHA Npu uX obpaboTke B
MHGOPMAIIMOHHONW  CHCTEME IEepPCOHANbHBIX JaHHbIX. [lox ypoBHeM  3aUIMIIEHHOCTH
MEPCOHANBHBIX  JAHHBIX I[IOHMMAeTCs  KOMIUIEKCHBIH  TOKasaTelb, XapakTEepU3YIOUIHH
TpeOOBaHus, MCIOJHEHHE KOTOPBIX OOECIeYHBaeT HEHTPAIM3AUMIO ONPECNCHHBIX YIpo3
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6e30MacHOCTH MEPCOHANBHBIX JAHHBIX Npu HX o0pafotke B HMHPOPMALMOHHON CcHCTEME
NEePCOHANBHBIX JaHHBIX.

4.2, 3amunaemMble CBeJIEHUS O CyObeKTe IIEPCOHANBHBIX JIAHHBIX.

K 3ammmaeMpiM CBEICHHSIM 0 CyOBEKTE MEPCOHATbHBIX JaHHbIX Ha CaliTe OTHOCATCS NaHHBIC,
03BOJISIONINE MACHTHOUIMPOBATH CYOBEKT MEPCOHATBHBIX JAHHBIX H/WIIM TOJNYYHTh O HEM
JIOTIOJTHUTE TbHBIE CBEJICHUS, TIPE/lyCMOTPEHHBIE 3aKkoHoaTeIbeTBOM 1 [lonoxennem.

4.3, amuniaeMble 00bEKTbI IEPCOHAILHBIX JAaHHBIX.

4.3.1. K 3ammmaembiM 00beKTaM NepCOHATBHBIX TaHHBIX Ha Calite OTHOCATCS:

— 00bexkThl HH(POpPMATH3ALMH M TEXHHYECKHE CpPeJCTBA ABTOMATH3MPOBAaHHOH 00paboTKH
nH(OpMALMH, COAEPIKAILICH IEPCOHAILHBIE TaHHBIC;

— nHpOpMaNHOHHBIE pecypchl (6a3bl JaHHBIX, (Gaiibl U ap.), cojepkamue uHdopMmauuio 06
HH()OPMALIHOHHO-TEJICKOMMYHHKAIIMOHHBIX CHCTEMAX, B KOTOPBIX IUPKYJIMPYIOT EPCOHATbHBIE
JaHHBIE, O COOBITHSX, MPOM3OIIEANINX C YIpaBIsieMbiIMH OOBEKTaMM, O IUlaHax obecredeHus
GecniepeGoiiHoi paboThI H IpoLEAypax Mepexo/a K yIpas/IeHHIO B aBAPHHHBIX PeKHMaX;

— KaHaJgbl CBS3M, KOTOPHIE MCIOJIB3YHOTCS Ul Iepefayd NEepPCOHAIbHBIX JaHHBIX B BHIE
uH(GOPMATHBHBIX IEKTPUYECKHUX CUTHAJIOB M (PU3UUECKHX MOJIEH;

— OTYyXJaeMble HOCHTEH HH(OPMALMH HAa MarHUTHON, MArHUTHO-ONTHYECKOH U HHON OCHOBE,
npuMeHseMbIe 1151 00pabOTKH NepCOHATBHBIX TaHHBIX.

4.3.2. Texunonoruyeckas uadpopmanus o0 UHOOPMAIMOHHBIX CHCTEMAaxX M 3JIEMEHTAaX CHCTEMBI
3alUTHI IIEPCOHANIBHBIX JTAHHBIX, NTOUIEKAllAsl 3alIMTe, BKJIIOYALT:

— CBEJCHHS O CHCTEME YNpaBlieHHst JOCTYNOM Ha 0OBeKThl MH(OpMATH3ALNH, Ha KOTOPBIX
ocyuiecTBiaseTcs 00paboTKa NepCOHAIBHBIX TaHHbIX;

— ynpasnsionias wuH(opmamms (koHurypanumonusle (Qaiibl, TaONMIBl MapUIpYTH3ALMH,
HACTPOMKH CHCTEMBbI 3aLUTHI U 11D.);

—  TexHoJiorHueckas HHQOpMamMs  CpeACTB  JOCTyrna K CHCTeMaM | yNpaBJIeHHS
(ayTeHTHGUKaIMOHHAS HHPOPMALMS, KIIOYH U aTpUOyTBI 10CTYyNA U JIP.);

— XAapaKTEPUCTHKH KAaHANOB CBSA3H, KOTOPBIE HCIIOJB3YIOTCS JUIS TEpelaud IMEpCOHAIBHBIX
JIAaHHBIX B BHJIC HHPOPMATHBHBIX 3JIEKTPUYECKUX CHTHAIOB M (PU3HYECKUX MOJICH;

— undopMalMs O CpEJICTBAaX 3allUThl MEPCOHANBHBIX JAHHBIX, MX COCTaBe H CTPYKTYpE,
NPHHIMIIAX U TEXHUYECKUX PEIICHHAX 3aIIUTEL;

— cny)KeOHbIe JaHHble (METaJaHHbIe) MOSBISIONHEcs MpH paboTe NPOrpaMMHOro obecneyeHus,
COOOIIEHHH M TNPOTOKOJOB MEXCETEeBOr0 B3aMMOJIEHCTBUS, B pesyibrare 0OpaboTky
MepCOHaIbHBIX JaHHbBIX.

4.4, TpeGoBaHus K CHCTEME 3aILUTHI MEPCOHATLHBIX JTaHHBIX.

CHcTeMa  3allMThl  NEPCOHANBHBIX  JIAHHBIX JOJDKHA  COOTBETCTBOBATh  TPeOOBaHHAM
nocranosjaenus Ilpasureasersa P@® or 1 wosiGps 2012 r. Nelll9 «O6 yrBepiaenun

TpeGoBanMii K 3aMUTE MEPCOHAIBHLIX JAHHBIX NMPH HX 00padoTke B HMH(POPMALHOHHBIX
CHCTEMAX MEePCOHANBHBIX JAHHBIX?.

4.4.1. CucreMa 3allUTh] IEPCOHAIBHBIX JAHHBIX JI0DKHA 00eCNeunBaTh:

— CBOEBpeMeHHOe OOHapy)KeHHE M IpPEJOTBpAllCHHE HECAHKIMOHHPOBAHHOIO J0CTyNa K
TNepCOHATBHBIM JIAHHBIM M (WJIH) Nepefiadd X JMLAM, He UMEIONIUM MpaBa J0CTyNa K TakoH
MH(OpMAaLHH;

— HeJONYyIIEHHE BO3JEHCTBHS Ha TEXHHYECKHE CpeJCTBAa ABTOMATM3MPOBAHHON 00paboTkH
NEPCOHAIBHBIX  JAHHBIX, B  pe3yibTare KOTOPOro  MOXeT ObiTh ~ HapymeHO — HX
(GYHKIIMOHHPOBaHHE;

—  BO3MOXHOCTh  HE3aMEJUIMTEJILHOTO  BOCCTAHOBJIGHMSI  II€PCOHAIBHBIX  JAHHBIX,
MO (PHUIMPOBAHHBIX WM YHHUTOKEHHBIX BCJIEICTBHE HECAHKIIMOHHPOBAHHOTO IOCTYIIA K HUM,
— IOCTOSHHBIH KOHTPOJIb 3a obecneueHueEM YPOBHs 3alIHIIIEHHOCTH NepcoHalIbHBIX JaHHBIX.
4.4.2. Cpezncrsa 3auuThl HHGOpPMAIUH, TPUMEHIEMBIC B HHYOPMALIMOHHBIX CHCTEMAX, JIOJDKHBI
B YCTAHOBJICHHOM MOPSJIKE MPOXOANTE IPOLEAYPY OLEHKH COOTBETCTBHS.
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4.5. Metoasl u crocoOsl 3amuThl HHGOpMaLUKY B MHPOPMAIIMOHHBIX CHCTEMAX NEPCOHATBHBIX
JaHHBIX,

4.5.1. Metojs! u criocobsl 3anmThl HHGOpMaMu B MHGOPMALMOHHBIX CHCTEMaX MEPCOHATIbHBIX
nanHbiX Oneparopa JOJDKHBI COOTBETCTBOBATEH TPEOOBAHHSAM:

— npukaza ®CTIK P® or 18 ¢espans 2013 r. Ne21 «O0 yrsepanennn CocraBa u

co/lepKAHMS OPraHM3ANMOHHBIX M TEXHHYECKHX Mmep mno olecneuenuio Oe3omacHoCTH
NEePCOHANBHBIX JAHHLIX NPH UX 00padoTKe B HHMOPMAIHOHHELIX CHCTEMAX MEPCOHATBHBIX
AAHHBIX»,

— npukaza ®CB Poccunn or 10 mions 2014 r. Ne378 «O6 yrmepxaenun CocraBa n
ColEpRaHus OPraHU3AIMOHHBIX H TEXHHYMCCKHX MEp 1o oﬁecnellenmo GCSOHaCHOCTH
NepCoOHAILHBIX JAHHBIX NPH UX 00paboTke B MHPOPMAIMOHHBIX CHCTEMAX MEePCOHANBHBIX
AAHHBIX € HCHOJL30BAHMEM CPeICTB KpHOTOrpaguveckoil 3amuThl HHPOpMANHH,
HEOOXOMMBIX JUIS  BbINOJAHeHnHs ycraHoBjaeHHbIX IIpaButeabcrsom  Poccmiickoi
®enepanun TpeGOBAHMIT K 3amWHTEe NMEPCOHANLHBIX JAHHBIX IS KaX/I0r0 M3 ypoBHeil
3amuIenHocTH» (B ciaydae onpenesneHus OnepatopoM HeOOXOAMMOCTH HCIIOJL30BaHHsA
cpeicTB  kpunTorpapudyeckoi saumrthl uHGbOopMmanuu Uit obecneveHus 0e30MaCHOCTH
NEPCOHAIBHBIX NaHHBIX).

4.52. OCHOBHBIMH METOJaMH M crocobamu 3aumThl HHGOpPMaLUMH B HHPOPMALMOHHBIX
CHCTEMaxX INepCOHANbHBIX JaHHbIX [loib3oBareseil SBIAIOTCS METOMbl M CIOCOOBI 3alHTEHI
uH(OPMALHY OT HECAaHKIIHOHHPOBAHHOTO, B TOM YHCJIE CJIy4alHOTro, I0CTYNa K NEPCOHATbHBIM
JAHHBIM, PE3YJIbTATOM KOTOPOIO MOXKET CTaTh YHHUTOKEHHE, H3MEHCHHE, OJIOKHpOBaHHME,
KOIUPOBaHHE, pacrpocTpaHeHHe NEePCOHANIBHBIX JQHHBIX, a TaKxKe HHBIX
HeCAHKLIMOHHPOBAHHbIX NeficTBuil (1aee — MeTobl 1 cr1ocobbl 3ammThl undopmanun ot HCJI).
4.5.3. Bpibop ® peanusanus METOZOB M cnocobos 3ammthl uHpopmaumu Ha Caiite
OCYILECTB/SIETCS B COOTBETCTBHH C DEKOMEHIAUMAMH DPEryJISTOPOB B OONACTH 3alIMTHI
undpopmanun — DCTIK Poccnn u OCB Poccuu, ¢ yqeToM ONpeacaseMbIX OneparopomM yrpos
Ge30macHOCTH IIEPCOHAIBHBIX JaHHBIX (MOJENM Yrpo3) M B 3aBHCHMOCTH OT Kjacca
HHGOPMAITMOHHON CHCTEMBI.

4.5.4. BpibpaHHble M pealM30BaHHBIE METOABI M Crocolwl 3amuTel WHpopmauuu Ha Caiite
JIOJDKHBI 00ecreunBaTh HEHTPAIM3ALMIO [IPENojaraeMbIX yrpo3 6e30macHOCTH MEepCOHATBHbIX
JIaHHBIX TIpH UX oOpaboTke.

4.6. Mepsl 3a1uThl HHGOPMAIMHK, COCTABIIAIONMIEH MEPCOHATBHBIC JaHHBIC.

4.6.1. Mepsl mo oxpane 0a3 JaHHBIX, COJAEPKALIMX INEPCOHAILHBIC NAaHHBIE, NPHHHMACMbIC
OnepaTopoMm, JIOJDKHBI BKITIOYATh B ce04:

— onpesieieHne TepedHs HHGOPMAIUHU, COCTaBIONIEl MePCOHAILHBIE JaHHBIC;

— orpaHdYeHue Jjoctyna K HHOOpMAlMH, COACPKAIICH [epPCOHANbHBIC JAHHBIE, MYTEM
YCTaHOBJICHHs NOPs/Ka obpalenus ¢ 3Toii uHdopManueil 1 KOHTPOIIS 3a COOIIOICHHEM TAKOro
HopsJiKa.

4.6.2. Mepbl 1o oxXpaHe KOH(QHACHUHAIPHOCTH MHpOPMALMH [PU3HAIOTCS  PasyMHO
JIOCTATOYHBIMH, €CJIH!:

~ HCKJIIOYAETCS JOCTYN K TNEPCOHANBHBIM JaHHBIM JIOOBIX TpeThbHMX JMIl Ge3 coriacus
Omneparopa;

— obecrieunBaeTcss BO3MOYKHOCTh MCIIOJNB30BaHHS MH(POPMALUH, COAEPIKAILEH NEPCOHATbHBIC
NaHHble, 0€3 HApYLICHHUS 3aKOHOATEIbCTBA O TIEPCOHANBHBIX JIaHHBIX]

— mipu pabote ¢ [Tonp3oBareneM ycTaHABIHBAaeTCS TaKOH Mopsanok aedctsuil Oreparopa, npu
KOTOpOM 00ecreunBaeTcsi COXPAaHHOCTh CBEICHMH, COJACP)KAIIMX MEPCOHANbHBIC JaHHbLIE
[Tosis3oBaress.

4.6.3. ITlepconajpHble JaHHBIE HE MOTYT OBITh HMCIOJIB30BaHbl B LEJAX, MPOTHBOpEYalIMX
TpeboBanusim  DenepalbHOrO  3aKOHa,  3alllUTBl  OCHOB  KOHCTHTYUHOHHOrO  CTpOs,
HPABCTBEHHOCTH, 3/I0POBBSI, NIPaB M 3aKOHHBIX MHTEPECOB JPYIHX JIHII, obecredeHus 000pOHbI
CTpaHbl 1 Oe3omnacHoCTH rocymgapcraa.
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4.7. OTBETCTBEHHOCTb.

4.7.1. Bee corpynnuku Omnepartopa, ocymecTBiasiomme o0pabOTKy NEpCOHAIBHBIX JaHHBIX,
00s13aHbl XpaHUTb TAHHY O CBEACHHSX, COAEPIKAILKMX IIEPCOHAIbHbBIE JaHHbIE, B COOTBETCTBHH C
[Tonoxxenuem, TpeboBaHUsSIMH 3aKOHOAaTELCTRA PD.

4.7.2. Jlnua, BHHOBHbIC B HapyuwieHMH TpeOoBanuil IlosioikeHHs, HECYT NPEAYCMOTPEHHYIO
3aKOHOZATeNLCTBOM PD OTBETCTBEHHOCTS.,

4.7.3. OTBETCTBEHHOCTh 32 COOJIIOJIEHME PEXHMa NMEPCOHATBHBIX JAHHBIX 10 OTHOLIEHHIO K

NEPCOHATHHBIM JIaHHBIM, HaxojsmmuMcs B Oasax nanHpix CalTa, HECYT OTBETCTBCHHBIC 3a
00paboTKy NNepCOHAIBHBIX JaHHbBIX.

5. SBAK/IIOYUTEJIbHBIE ITOJIOKEHMW A

5.1. B ciyuae u3MEHEHWs JEHCTBYIONIEro 3akoHojarenbcTBa P®, BHECCHHS H3MEHEHHH B
HOPMAaTHBHBIE JOKYMEHTBI I10 3alluTe MNepCOHAILHBIX JIAHHBIX HACTOALIES [Tonoxenue
JIEUCTBYET B YaCTH, HE IIPOTUBOPEYALLEH AEHCTBYIOIIEMY 3aKOHOAATCILCTBY 0 IPUBEACHUS €TI0
B COOTBETCTBHE ¢ TAKHMHU.

5.2. Vecnosus wHacrogiiero Ilonoxenus YCTAaHABIMBAKOTCI, HM3MEHAKTCA W OTMCHIAIOTCH
OnepaTopoM B OJJHOCTOPOHHEM [OpsiAKe Oe3 MpeABapHTENbHOrO yBeaoMjeHus [lonszosarens.
C momenrta pasmemnienuss Ha Caiite HoBoM penaxkuuu [lonoxeHust mpeapuiymas peaaKius
CUMTAETCS yTpPATHBILEH CBOIO cHily. B ciiyuae CylmIeCTBEHHOrO H3MEHEHUS YCIIOBHH HACTOSAILErO
Cornamrenuss Oneparop u3semiaer o6 stom [lonb3osareneil nyrem pasmemenus Ha Caiite
COOTBCTCTBYIOULICTO co00I1IeHuS,




